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What is Fuzzing?
● A form of blackbox testing/exploitation

● “Throwing values as inputs and seeing what happens”

● Also used during software development to check for unintended bugs



What is Fuzzing?
● Nowadays, these are mostly automated:

○ Smart fuzzers that can detect executable/field types:

■ American Fuzzy Lop: https://github.com/mirrorer/afl

○ …..or just piping /dev/urandom as the input.

● However basic concepts can still be done manually



Objectives of Fuzzing
● Varies based on purpose

○ Resistance to system/program crashes

○ Unintentional behavior

○ Exploitable behavior

■ Memory read/writes



Fuzzing incidents
https://appleinsider.com/articles/18/05/09/black-dot-unicode-bug-crashes-ios-messages-

app-using-invisible-characters

https://thehackernews.com/2014/04/heartbleed-bug-explained-10-most.html

https://appleinsider.com/articles/18/05/09/black-dot-unicode-bug-crashes-ios-messages-app-using-invisible-characters
https://appleinsider.com/articles/18/05/09/black-dot-unicode-bug-crashes-ios-messages-app-using-invisible-characters
https://thehackernews.com/2014/04/heartbleed-bug-explained-10-most.html


Types of fuzzing
● Depends on context of the file/inputs being examined.

● Integers:

○ Negative values, integer overflows, zeros, etc…..

● Char/Strings:

○ Whitespace, null characters, format strings…..

● SQL queries:

○ Quotations, comments, other unexpected characters

● Data Structures:

○ “Edge Case” operations, memory leaks

● Gotta be creative….



vuln.c (source)





./vuln (works well enough)

What if we pass in a value other than 1, 2, or 3?



vuln.c (gdb)
Ascii code of “A” is 41…..



vuln.c (assembly)

Of course, assuming PIE and ASLR are 

disabled…….



./vuln (secret)



PicoCTF-2018: Store
● Connect to `nc 2018shell2.picoctf.com 43581` and see if you can get the flag!

● Hints: What assumptions can you make? How is the transaction calculated? Is 

there any way to increase the money after a purchase?



Source.c (store.c)

Max value of an int is 2147483647, and since 

we are multiplying the number of flags by 

1000…...



store



PicoCTF-2018: Leak Me
● Connect to `2018shell2.picoctf.com 57659` to see if you can retrieve the password 

that can get you the flag!

● Hint: Some names can be reeeeaaaally long, you know.



auth.c





auth



Further Readings/Sources
https://www.mwrinfosecurity.com/our-thinking/15-minute-guide-to-fuzzing/

https://www.owasp.org/index.php/Fuzzing

https://www.mwrinfosecurity.com/our-thinking/15-minute-guide-to-fuzzing/
https://www.owasp.org/index.php/Fuzzing

